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Did you know that IRIS has self-serve password reset functionality? All you need to do is set up
a forgotten password challenge question and response.

Here’s how:

1. Loginto IRIS.
2. Click on ‘My Account’, located in the top right-hand corner of any IRIS screen.
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3. Once at the ‘My Account’ screen, add a challenge question and response in the
‘Password Challenge and Response’ section of the screen.

My Account
User name. dave@test test
Given name: Test
Surmame: User
BAID 00000
Currently acting on behalf of: 00000
Switch
Switch to acting on behalf of. [(00000) v
Switch
Change password
Old password . ]
pepe [ HELP@
Confirm New password. « [
Change Password
Password challenge / response
Password challenge:  What is mother's maiden name
Password response  [ABCDE
Update
Email and Notification
Email Notifications On: [/
Email: * [dave@test test _
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e For examples of challenge questions, see Appendix A of Hitachi ID Systems Inc.’s
Password Management Best Practices white paper at: https://hitachi-
id.com/password-manager/docs/password-management-best-practices.pdf.

4. Select ‘Update’.
Why set up a challenge question?

Your first point of contact for any IRIS security access questions is your Business Associate’s

(BA) Security Administrator (SA). However, if you are locked out of IRIS and you do not have a
challenge question set up, and your SA is unavailable to help you, you are stuck. The Ministry of
the Economy is unauthorized to unlock individual industry user accounts.

Getting stuck may have other consequences besides user frustration. ECON is automating its
non-compliance penalty assessment program for unfulfilled well data submission obligations
through IRIS. That means there is the possibility that your company can inadvertently be at risk
of a financial penalty if you are the person responsible for reporting and submitting well data to
meet obligations and become locked out of your account, and the main SA is unavailable to
reset your password. (For more information on the non-compliance penalty assessment
program, see the following IRIS Industry Tip. Please note the shadow-billing period has
extended to June 30, 2017).

Using IRIS’s Forgot Password Functionality

If you’ve forgotten your password, but have set up a challenge question, use the following
process to unlock your account:

1. At IRIS’s login page, click on the ‘Forget Password’ link:

Covamant Ministry of the Economy
A Saskatchewan Integrated Resource Information System
Login

* |dave@ testtest

X7pST
* MIBy checking this box, you agree that you have read, understood and accept IRIS's Terms and Conditions
[ — I
@) v
Service Alerts
[Publisbed _ _ [mee ___ [Desedpbon |
Monday, Nov 28, 2016 11:15 Notification The fee model outlined in The Of and Gas Tenure Registry Regulations
AM (OGTRR) came info effect on October 27, 2016, and will be implemented nto
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https://hitachi-id.com/password-manager/docs/password-management-best-practices.pdf
https://hitachi-id.com/password-manager/docs/password-management-best-practices.pdf
http://publications.gov.sk.ca/documents/310/96895-IRIS-Tip-Non-Compliance-Shadow-Bill-Extend-Dec%202016%20Final.pdf
http://publications.gov.sk.ca/documents/310/97150-IRIS-Tip-Non-Compliance-Shadow-Bill-Extend-June%202017%20extension.pdf

2. Complete the required information in the ‘Forgot Password Wizard’, and click ‘Next’:

Government Ministry of the Economy
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Forgot Password Wizard

Enter your username: * Idave@ test test I
- Enter your organization's BA ID number: x ] 00000
Step 2: Challenge
Step 3: Confirmation Enter text as seen in security image below: » |ueLszi x |

Complete
uslsz

[ Next |

3. Answer the challenge question. Don’t close the ‘Forgot Password Wizard’ window. As
soon as the question is responded to correctly, an email is sent to the address recorded
in your IRIS account profile.

NotTogged |
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Forgot Password Wizard

You have been sent an e-mail with a confirmation number. Please enter the confirmation number and answer your challenge question in order to proceed.
Step 1 Identification  what is mother's maiden name  [ABCDE

Step 2: Challenge
Confirmation Number = :}

Step 3 Confirmation

© Saskatchewan Ministry of the Economy

Please enter the folowing 3 i
¥ X password: 30055321

4. Open the email and copy the 9-digit number.

r o= oz
o e 5 e !
) & Meeting 23 dave's stutr 3 To Manager 33 (&) Rules ~ b » B Y a\ A Find € 3t Markas spam

= | &

i
% Ignore x —A _d _a‘ al
@Pm- 33 Team E-mail « Done = ] OneNote

) Related - \ 5§ Mark as Not Spam
« Delete  Reply Reply Forward . » Move Assign  Mark Categorize Follow Translate m

& Junk s B More - | E3 Reply &Delete 7 Create New + [ Adions * | policy~ Unread  ~ Up~ v g Select~

Delete Respond Quick Steps O Move Tags Editing Zoom | Barracuda Networks
From: donotreply-IRIS-QASgov.sk.ca Sent: Tuel
To: .

Dave Test

Cc
Subject: IRIS password confirmation number

Please enter the following 9 digit number to reset your passwordf 338178324

*** This is a message from the QA environment ... Please do not reply to this message as the Inbox is NOT monitored.***

5. Paste or enter the number into the ‘Confirmation Number’ field in the ‘Forgot Password
Wizard” window. Click ‘Next’.
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Forgot Password Wizard

You have been sent an e-mail with a confirmation number. Please enter the confirmation number and answer your challenge question in order to proceed

Step 1. identification  what is mother's maiden name  [ABCDE |
e |
Snd SIS Confimaton Numbe Gesns | <u—
nhrm, n Number. *
. O b0l ’33317832_4
Complete

Previous Next

6. A confirmation screen appears. If the information is correct, click ‘Finish.’

Government Ministry of the Economy
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Forgot Password Wizard
If the following information is comect and you wish to proceed then press 'Finish' and a new password will be set and displayed on screen.

Step 1 Identification User name: dave@husky test

Step 2: Challenge BA Id: 00086

Step 3: Confirmation  \What is mother's maiden name ABCDE

Complete Confirmation Mumber 338178324

Previous Finish

7. A new password is provided on the screen. Use it to log into IRIS. Once logged in, you
will be prompted to change your password.

Government Ministry of the Economy
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Forgot Password Wizard

General Processing Messages:
+ New password generated and displayed on screen. Please use this password to log in.

Here is your new passwordjChangeMeli@# 12367
Login

Questions?

If you have any questions or concerns about your IRIS account, contact your BA’s IRIS SA.

If have any questions about IRIS’s security module, contact the Energy and Resources Service
Desk at 1-844-213-1030 or by email at er.support@gov.sk.ca.
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